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import hashlib
import hmac

import time

def verify_github(raw_body: bytes, header: str, secret: bytes) ->
< bool:

expected = hmac.new(secret, raw_body,

< hashlib.sha256) .hexdigest()

return hmac.compare_digest(f"sha256={expected}", header)

def verify_stripe(raw_body: bytes, header: str, secret: bytes,
tolerance: int = 300) -> bool:

parts = dict(p.split("=", 1) for p in header.split(","))
= parts.get("t", "")
= parts.get("v1", "")

if not t.isdigit() or abs(time.time() - int(t)) > tolerance:

return False

signed = t.encode() + b"." + raw_body

expected = hmac.new(secret, signed, hashlib.sha256).hexdigest()

return hmac.compare_digest(expected, v1)
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CREATE TABLE webhook_events (

event_id TEXT PRIMARY KEY,

received_at TIMESTAMPTZ NOT NULL DEFAULT now(),
status TEXT NOT NULL DEFAULT 'pending'
);
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def receive(event_id: str) -> bool:

try:

conn.execute(

"INSERT INTO webhook_events(event_id) VALUES (%s)",
(event_id,)

)

return True

except IntegrityError:

return False
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def apply(current: str, event: str) -> str:
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CREATE TABLE webhook_log (

id BIGSERIAL PRIMARY KEY,

event_id TEXT,

raw_body BYTEA,

headers TEXT,

status TEXT,

err TEXT,

received_at TIMESTAMPTZ DEFAULT now()
);

CREATE TABLE dead_letters (
event_id TEXT PRIMARY KEY,
reason TEXT,
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def watch():
fails = count_last_hour("webhook log", status_in=("error",
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