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Figure 2.1: 2= LYE: Attention Patterni} Activation2 = &

2.1 Transformer2| Forward A 7}A|s}
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TransformersZ AFRSICHHE output.attentions2 2= O{EIM THAE,

output.hidden_statesZ 2} 2i|0|0] 2 F&5& & QICH

from transformers import AutoModel

import torch

model = AutoModel.from_pretrained("gpt2", output_attentions=True,
< output_hidden_states=True)
inputs = tokenizer("The weather is very", return_tensors="pt")
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with torch.no_grad():

outputs = model(**inputs)

attentions = outputs.attentions
(_}
hidden_states = outputs.hidden_states
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OX|2e 2 Ol Y| SlE2| =5 HES Azl 0T AJ-A 2|X|40

LA AZAE|0] q=X| SIS,
import numpy as np

def head_attention_analysis(attentions, target_token_pos,

< layer_of_interest):

layer_attn = attentions[layer_of_interest][0]

as
target_attn = layer_attn[:, target_token_pos, :].mean(dim=0)

(_)
return target_attn.cpu().numpy()

def detect_anomaly(anomaly_attn, normal_attn):

eps = le-10
kl_div = np.sum(normal_attn * np.log((normal_attn + eps) /

< (anomaly_attn + eps)))

return kl_div
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def extract_steering_vector(model, tokenizer, concept_prompts,

< control_prompts, layer):

def get_hidden(prompt):

inputs = tokenizer(prompt, return_tensors="pt").to(model.device)
with torch.no_grad():

output = model(**inputs, output_hidden_states=True)

return output.hidden_states[layer][0, -1].cpu().numpy()

concept_mean = np.mean([get_hidden(p) for p in concept_prompts],

o axis=0)

control_mean = np.mean([get_hidden(p) for p in control_prompts],

< axis=0)
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return concept_mean - control_mean

steering_vec = extract_steering_vector(

model, tokenizer,

["The food was delicious and amazing", "Great taste, highly
< recommend"],

["The food was okay, nothing special”, "Just a normal meal"],
layer=18
)
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Figure 3.1: Logit Lens®} Direct Logit Attribution
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3.2 CHAH Logit £ 313
AR =X 132 HAL GPT-2 Al REIZ 7|= 0 §ict

import torch
from transformers import AutoModel, AutoTokenizer

def logit_lens(model, tokenizer, prompt, layer_indices=None):

""t2b 2|0]0]9| residual stream= lm_head2 C|ZE"""

inputs = tokenizer(prompt, return_tensors="pt").to(model.device)

with torch.no_grad():
output = model(**inputs, output_hidden_states=True)

hidden_states = output.hidden_states # tuple (layers + 1) x
< (batch, seq, hidden)
Im_head = model.1lm_head.weight.T # (vocab, hidden)

{}

for i, hidden in enumerate(hidden_states):

results

if layer_indices and i not in layer_indices:

continue

# OFA|2 E2 2|2|9| hidden statelt AtE

last_token_hidden = hidden[@, -1, :] # (hidden,)

logits = torch.matmul(last_token_hidden, lm_head) # (vocab,)
probs = torch.softmax(logits, dim=-1)

topk = torch.topk(probs, k=10)

results[i] = [(tokenizer.decode([idx]), prob.item()) for idx,

< prob in zip(topk.indices, topk.values)]

return results

# AHE O Al
model = AutoModel.from_pretrained("gpt2")
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tokenizer = AutoTokenizer.from_pretrained("gpt2")

prompt = "The capital of France is"

lens_results = logit_lens(model, tokenizer, prompt)
for layer, top_tokens in lens_results.items():
print(f"Layer {layer}: {[t[0] for t in top_tokens[:5]]1}")

2 AsHstM Layer 00IM = THO{o] ™A HEH(“France”,
‘is”, “the”)7t 71 =2 &2 AXISt1, Layer?t =O0IESE “Paris"2l=
HH

Y E39| 2HE0| 7X|= AS &Qle & ot Z7o| HEE X251

3.3 Direct Logit Attribution

Logit Lens?t M| 2x29| HalE HE= Zd0|2tHM, Direct Logit Attribu-
tion(DLA)2 EF EZ MEHof| Chst 2t 2{|0|0{2| 7|0{EE FEHEo=
Zalist= 7|™o|Ct,

EBMAZHON Z|F logit2 ZE 20]0{9] residual stream £210] 2+2}

Im_headof| 7[0{&t Zt9| §tO|Ct. &,

logit(v) = ¥(layer_i®| residual stream x lm_head)[v]

O|ct Zt 2j[0]o1e] 7|0 & o™ “BE AW A= ol o{= 20|07} 7+E 2
b o

def direct_logit_attribution(model, tokenizer, prompt,

< target_token=None):

inputs = tokenizer(prompt, return_tensors="pt").to(model.device)
with torch.no_grad():
output = model(**inputs, output_hidden_states=True)
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hidden_states = output.hidden_states

Im_head = model.1lm_head.weight.T

# Target EZ9| olElA

if target_token:

target_id = tokenizer.encode(target_token)[0]
else:

# 022 E20 4 HEE ALE

target_id = inputs["input_ids"][0, -1].item()

contributions = {}

for i, hidden in enumerate(hidden_states):

# Op2|9 B3 93|

last_hidden = hidden[0, -1, :]

contribution = torch.dot(last_hidden, 1lm_head[:,
< target_id]).item()

contributions[i] = contribution

return contributions

contrib = direct_logit_attribution(model, tokenizer, "The capital
< of France is", target_token=" Paris")

total = sum(contrib.values())

for layer, val in sorted(contrib.items(), key=lambda x:

< —abs(x[1])):

print(f"Layer {layer:2d}: {val:+.4f} ({val/total*100:+.1f}%)")
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def deception_detection(model, tokenizer, benign_prompts,

< suspicious_prompts, target_layers=None):
from scipy import stats

benign_contribs = []
for prompt in benign_prompts:

= direct_logit_attribution(model, tokenizer, prompt)
if target_layers:

= {k: v for k, v in c.items() if k in target_layers}
benign_contribs.append(sum(c.values()) / len(c))

suspicious_contribs = []
for prompt in suspicious_prompts:
= direct_logit_attribution(model, tokenizer, prompt)

if target_layers:
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= {k: v for k, v in c.items() if k in target_layers}

suspicious_contribs.append(sum(c.values()) / len(c))

t_stat, p_value = stats.ttest_ind(benign_contribs,
< suspicious_contribs)
return {"t_statistic": t_stat, "p_value": p_value,

« "is_significant": p_value < 0.05}
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import torch

import torch.nn as nn

from transformers import AutoModel, AutoTokenizer
from sklearn.linear_model import LogisticRegression
from sklearn.metrics import accuracy_score

import numpy as np

class LinearProbe:

def __init__(self, model_name):

self.model = AutoModel.from_pretrained(model_name)
self.tokenizer = AutoTokenizer.from_pretrained(model_name)
self.model.eval()

def extract_hidden_states(self, texts, layer):

s
states = []

for text in texts:

inputs = self.tokenizer(text, return_tensors="pt",
< truncation=True, max_length=128)

with torch.no_grad():
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output = self.model(**inputs, output_hidden_states=True)
# OtR|9f EZ O AEl

hidden = output.hidden_states[layer][0, -1].numpy()
states.append(hidden)

return np.array(states)

def train_probe(self, texts, labels, layer):
"rEH H0|0{o) M Y £33 probe BHE"
X = self.extract_hidden_states(texts, layer)
probe = LogisticRegression(max_iter=1000)
probe.fit(X, labels)

return probe

def evaluate_probe(self, probe, texts, labels, layer):
"""Probe M HI7"""

X = self.extract_hidden_states(texts, layer)

preds = probe.predict(X)

return accuracy_score(labels, preds)

# A8 oAl Zd =7

probe = LinearProbe("gpt2")

sentences = [
"This movie was fantastic, I loved it",
"Terrible experience, would not recommend",
"It was okay, nothing special"

]
labels = [1, 0, @] # 1=positive, @=negative

trained_probe = probe.train_probe(sentences, labels, layer=12)
accuracy = probe.evaluate_probe(trained_probe, sentences, labels,
< layer=12)

print(f'Layer 12 Ztd 2= A3t : {accuracy:.2%}")
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En Z2 O =2 F4H FHs FH 20[0{(16~24)0|lM 7+ F
2a|eict

HYE o= gQloh= W2 012] 2(|0/00f| M Sst 7HH0 CHE ProbeE
SH&A|7|1, O MEEE 3|0|0{H 2 H|wmst= Z40|LC}.

def layerwise_probe_analysis(probe, texts, labels, max_layer):

results = {}

for layer in range(1, max_layer + 1):

try:

p = probe.train_probe(texts, labels, layer=layer)

acc = probe.evaluate_probe(p, texts, labels, layer=layer)
results[layer] = acc

except Exception as e:

results[layer] = None

return results

sentiment_labels = [1, 0, 1, 0, 1, 0] * 50
grammar_labels = [1, 1, 0, 0, 1, 1] * 50
topic_labels = [0, 0, 1, 1, 0, 0] * 50

sentiment_by_layer = layerwise_probe_analysis(probe, sentences,

< sentiment_labels, max_layer=24)
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grammar_by_layer = layerwise_probe_analysis(probe, sentences,
< grammar_labels, max_layer=24)
topic_by_layer = layerwise_probe_analysis(probe, sentences,

< topic_labels, max_layer=24)

ia
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1afotH 2RO 2|0[0f7F oA M=z CHE SR HEE

##oppy-probe?t Intervention Test

Linear Probels 28 M52 FAOR (o, O Zaist 24| oz

oppy-probe®} Intervention Test7} UL},

oppy-probei= Probe 772 Z2F A0 sliEst= Wat ME XHHIE
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=]

=
Probe’l 3YH'O2 2Rots WO EHS 01SAIZ 4 Ut
defoppy_intervention(probe, hidden_state, strength=0.5):

direction = probe.coef_[0]

direction_norm = direction / np.linalg.norm(direction)

new_state = hidden_state + strength * direction_norm *
< np.linalg.norm(hidden_state)

return new_state
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import json
from datetime import datetime
from collections import deque

import threading

class InterpretabilitylLogger:

def __init__(self, storage_path,

< attention_storage_threshold=0.3):

self.storage_path = storage_path

self.attention_threshold = attention_storage_threshold
self.recent_summaries = deque(maxlen=1000) # ZZF M ELEH| O] E{2F
o A&

self.lock = threading.Lock()

def log_request(self, request_id, prompt, output,
< attention_patterns=None,

hidden_states=None, log_probs=None):

LA 2 7|1 ET

summary = {

"request_id": request_id,

"timestamp": datetime.utcnow().isoformat(),
"prompt_hash": hash(prompt) % 10%*6,
"output_length": len(output),

"avg_log_prob": sum(log_probs) / len(log_probs) if log_probs
< else None,

"max_prob": max(log_probs) if log_probs else None,
"min_prob": min(log_probs) if log_probs else None,

}

# HEGHoR Y2 259 EZ0| YACH JAM 23 A

is_anomalous = log_probs and min(log_probs) < -5.0
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with self.lock:

self.recent_summaries.append(summary)

if is_anomalous or attention_patterns is not None:
detailed_log = {

*ksummary,

"prompt": prompt,

"output": output,

"attention_patterns": attention_patterns,
"log_probs": log_probs,

}

self._write_detailed_log(detailed_log)

def _write_detailed_log(self, log_data):

MdAM 23E oo 7|E
filepath = f"{self.storage_path}/{log_data[ 'request_id']}.json"
with open(filepath, "w") as f:

json.dump(log_data, f, ensure_ascii=False)

def get_anomaly_summary(self, lookback=100):
M2 20N B ¥ oiE SAH

recent = list(self.recent_summaries)[-lookback:]

anomaly_count = sum(1 for s in recent if s.get("min_prob"”, 0) <
o -5.0)

return {

"total_requests": len(recent),

"anomalous_requests": anomaly_count,

"anomaly_rate": anomaly_count / lookback if lookback > 0 else 0
}
O x| HM2 HIYY WEHE XAS22 HX[SH &M 228 MEXo=2

I
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